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2 Introduction

This guide is for programmers wishing to communicate with the PPT8800
Triband RFID Reader from the host PPT8800. It defines the packet structure
to and from the PPT8800 Triband RFID Reader, the error packets and the
commands.

Communication between the PPT8800 Triband RFID Reader and the host
computer is via the data connector on the base of the PPT8800. This runs at
57600 baud with 8 data bits, no parity and 1 stop bit on comm7. Before
attempting to communicate with the Triband RFID Reader ensure that the
slide switch on the back of the reader is set to the printer/barcode icon side.
This connects the data port to the reader. If the PPT8800 is to be
synchronised over a wired connection via a cradle it will be necessary to move
the slide switch back to the two arrows icon side.
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3 Packet Structure

The packet structure will be the same for both outgoing (command, host to
PPT8800 Triband RFID Reader) and incoming (response, PPT8800 Triband
RFID Reader to host). It will consist of the following fields:

o Start of Packet (02hex)
e RFU (byte reserved for future use, should be zero, 00nex)
e Destination byte (Dest)
e Command byte (CMD)
e Options byte (OPT)
e Length (least significant byte) of data section = nl
e Length (most significant byte) of data section = nh
e Parameter section (nh x 256 + nl bytes total)
e Checksum (CS4, CSy)
This is illustrated in the diagram below:

Figure 1. General Packet Structure

Length | Length

(LsB) | (msB) | o | P P« | CSib | CSman

SOP | RFU | DST | CMD | OPT

02hex OOhex nl nh

Note. k = nh x 256 +nl-1

3.1 Start of Packet
The start of packet allows the PPT8800 Triband RFID Reader to identify the
start of a packet and is always 02yex.

3.2 RFU

This byte is reserved for future use and should always be 00pex.
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3.3 Destination
The destination byte is used to determine where the subsequent command
byte is destined for.

e.g.
Destination 01hex is the PPT8800 Triband RFID Reader itself and the

command might be to get the PPT8800 Triband RFID Reader’s version
information.

Destination 03hex is a TIRIS transponder in the PPT8800 Triband RFID
Reader’s reading zone and the command might be to read a page of data.

3.4 Command
The Command byte specifies the action to be performed and must be
appropriate for the destination specified.

3.5 Length

The length bytes combine to form the length of the parameter section, least
significant byte first. Although this structure allows for a maximum length
parameter section of over sixty thousand bytes this will typically be limited by
the PPT8800 Triband RFID Reader. An invalid length error will be sent if the
length specified is greater than the interface can receive.

3.6 Options

The options byte is a set of eight flags that can be set or cleared. The function
of each flag is specific to the command and destination byte used. In the
response the option byte should only have one of two values; 00, for a
successful transaction or FFe if an error has occurred. Error Packets and
Error Codes are discussed in the next section of this document.

3.7 Parameter Section

The parameter section holds data appropriate to the specific incoming or
outgoing packet. The length of this section in bytes is specified by the length
section.

3.8 Checksum

The 16 bit checksum (LSB first) is calculated by the addition of all the
preceding bytes. If the value exceeds 16 bits the result is truncated to the 16
least significant bits which form the checksum.
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4 Error Packet Response

The PPT8800 Triband RFID Reader reports errors using the standard packet
structure. A value of FFpe in the option byte is used to indicate that an error
has occurred. The first parameter byte contains the error code and depending
on the error there may be further bytes in the parameter section giving more
information about the error. The packet structure is shown below.

Length | Length
SOF | RFU | DST | CMD | OPT (LSB) (MSB) Po P4 Py CSisb | CSmsb
E
02hex OOhex I:Fhex C:)rgé

Figure 2. Error response packet

Note: The error response may be sent before the full transmission of an
outgoing packet; for example an invalid length, greater than can be handled
by the PPT8800 Triband RFID Reader, will be sent immediately after the
second length byte.

4.1 Error Codes

Error Description
Code
O01hex Transponder Generated Error
02hex Destination Not Recognised
03)ex Command Not Recognised
04,5 Invalid options
05pex Invalid length
061ex Invalid Checksum
071ex No Transponder Present
08ex Invalid Parameters
09hex Write not verified
20hex Write serial number failed
Egl":e:eio Bootloader error
FFrex Undefined error

PPT8800 Triband RFID Reader
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4.2 Transponder Generated Error (01yex)

The PPT8800 Triband RFID Reader has successfully received the request
and the requested action has been sent to the Transponder. However the
Transponder has responded with an error. The rest of the parameter section
will contain the error response from the Transponder. For example this error
could be caused by an attempt to write to a locked block.

4.3 Destination Not Recognised (02},y)
The PPT8800 Triband RFID Reader does not recognise the destination byte
received as a destination for which it can generate a suitable response.

4.4 Command Not Recognised (03¢x)
The PPT8800 Triband RFID Reader does not recognise the command byte
received as a command for which it can generate a suitable response.

4.5 Invalid Options (04.x)
The options specified are not appropriate for the specified command and
destination.

4.6 Invalid Length (05;ex)

Typically the PPT8800 Triband RFID Reader has received a start of packet
and length bytes but failed to receive sufficient bytes to fulfil the length
requirement before a serial timeout occurred. Alternatively the length specified
may be too great for the PPT8800 Triband RFID Reader to handle.

4.7 Invalid Checksum (06y)

The packet has been received up to one of the checksum bytes at which point
the calculated checksum did not match one of the received checksum bytes.

4.8 No Transponder Present (07hex)

This error is generated when the PPT8800 Triband RFID Reader has failed to
find a suitable transponder in the antenna field to perform the requested
command on.

4.9 Invalid Parameters (08cx)
The Parameters specified are not appropriate for the specified command and
destination.

4.10 Write Not Verified (09ex)

This error is generated when the PPT8800 Triband RFID Reader is unable to
verify a write operation. A suitable read command should be used to confirm
its success.

4.11Bootloader Errors (EOyex to EF;ex)

This range of error codes can only be generated when upgrading the firmware
and are handled by the firmware update software.

PPT8800 Triband RFID Reader
Page 10 of 69




PPT8800 Triband RFID Reader Programming Guide V1.2.doc ,@
CGY
TIONS UK LTD

4.12 Undefined Error (FFex)
This error code represents an unspecified error.
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5 PPT8800 Triband RFID Reader Commands

Destination 01,
All the commands that control the PPT8800 Triband RFID Reader are
supported using a command destination byte value of 01pex.

To aid clarity the example packets have the parameter section greyed.

5.1 Option Byte Flags for PPT8800 Triband RFID Reader

commands
The option byte contains one flag which is used by the PPT8800 Triband
RFID Reader commands.

Bit O is used by the carrier on/off command. If set the HF carrier is turned on
and if clear then the HF carrier is turned off.

Bit 1 is used by the carrier on/off command. If set the LF carrier is turned on
and if clear then the LF carrier is turned off.

Bits 2 to 7 are reserved for future use and should be set to 0.

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
LF HF

0 0 0 0 0 0 Carrier | Carrier
Flag Flag

5.2 PPT8800 Triband RFID Reader commands
Below is a list of all the available Destination 01y PPT8800 Triband RFID
Reader commands

Command Description Applicable Option Byte flags
O01hex Read Version None
04,65 Read Serial Number None
10hex Carrier on/off HF Carrier Flag, LF Carrier Flag
FOhex Write Serial Number None
F1hex Reset None
F2hex Write Flash Block None
FFrex Enter Loader None

PPT8800 Triband RFID Reader
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5.3 Command 01, (Read Version)

This command is used to get the version number of the firmware and loader
program in the PPT8800 Triband RFID Reader.

5.3.1 Request packet parameter section
This command does not require any parameters.

Example:

Request Version information from the PPT8800 Triband RFID Reader
Request Packet:

02 00 01 01 00 00 00 04 00

5.3.2 Response packet parameter section

Six Byte Response The first 3 bytes represent the version number of
the firmware loaded into the PPT8800 Triband
RFID Reader LSB first. The next 3 bytes represent
the version number of the loader program that
downloads new firmware into the PPT8800
Triband RFID Reader LSB first.

Three Byte Response These bytes represent the version number of the
loader program that downloads new firmware into
the PPT8800 Triband RFID Reader LSB first.

A three byte response is only obtained if firmware is not present in the
PPT8800 Triband RFID Reader or if control has been transferred to the loader
program by initialising the PPT8800 Triband RFID Reader for firmware
downloading.

Example:

Response Packet:

02 00 01 01 00 06 00 00 02 01 01 00 01 OF 00
Firmware Version 1.2.0
Loader Version 1.0.1

PPT8800 Triband RFID Reader
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5.4 Command 04, (Read Serial Number)

This command is used to read the 64 byte serial number of the PPT8800
Triband RFID Reader.

5.4.1 Request packet parameter section
This command does not require any parameters.

Example:

Request the serial number from the PPT8800 Triband RFID Reader
Request Packet:

02 00 01 04 00 00 00 07 00

5.4.2 Response packet parameter section

Serial Number (64 bytes) The 64 bytes represent the serial number of the
PPT8800 Triband RFID Reader LSB first in ASCII
text.

Example:
Response Packet:

02 00 01 04 00 40 00 41 30 31 32 33 34 42 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 C4 01

The Serial number is “B43210A”

PPT8800 Triband RFID Reader
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5.5 Command 10 (Carrier On/Off)

This command is used to turn the RF Carrier signals on or off. The option
flags allow individual control of both HF and LF carriers. If a flag is set then
the corresponding carrier will be turned on. PPT8800 Triband RFID Reader
will not allow both carriers to be on together, setting both flags on will
generate an invalid options error. The parameter section contains a single
byte. This is used to set the LF frequency, a value of 0 being the lowest and a
value of OFpnex being the highest. The PPT8800 Triband RFID Reader will set
this value to OFex if a higher value is entered. This byte has no effect on the
HF frequency.

5.5.1 Request packet parameter section
LF Frequency (1 byte) LF Carrier on only. This byte is used to control the
frequency of the LF.

Example:
Turn the LF carrier off and turn the HF carrier on.

Request Packet:
020001100000 1300

5.5.2 Response packet parameter section
A single byte is returned in the parameter section with a value of zero if
successful.

Example:

Response Packet:

02 00 01 10 00 01 00 00 14 00
Command successful.

PPT8800 Triband RFID Reader
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5.6 Command FO0., (Write Serial Number)

This command is used to write the 64 byte serial number to the PPT8800
Triband RFID Reader. The serial number is a write once option and is usually
programmed at manufacture. Attempting to write a serial number a second
time will generate an error response.

5.6.1 Request packet parameter section
Serial Number (64 bytes) The 64 bytes represent the serial number of the
PPT8800 Triband RFID Reader LSB first.

Example:
Write the serial number “B43210A” to the PPT8800 Triband RFID Reader
Request Packet:

02 0001 FO 00 40 00 41 30 31 32 33 34 42 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 BO 02

5.6.2 Response packet parameter section
There are no sections in the response parameter section.

Example:

Response Packet:

02 00 01 FO 00 00 00 F3 00
Write successful

Specific Error Codes

If the write fails error code 20+ex is sent.

PPT8800 Triband RFID Reader
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5.7 Command F1,.. (Reset)

This command is used to reset the PPT8800 Triband RFID Reader.

5.7.1 Request packet parameter section
This command does not require any parameters.

Example:
Reset the PPT8800 Triband RFID Reader.

Request Packet:
02 00 01 F1 00 00 00 F4 00

5.7.2 Response packet parameter section
A single byte is returned in the parameter section with a value of zero to
indicate that the reset is about to occur.

Example:

Response Packet:

02 0001 F10001 0000 F500
Reset successful.
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5.8 Command F2,., (Write Flash Block)

This command is used by the Bootloader to write a block of data from the
.PFF file to the PPT8800 Triband RFID Reader.

5.8.1 Request packet parameter section
Data to write. 72 bytes of data read from the .PFF file.

Example:
Write flash with data

Request Packet:
020001 F2004800PPg...... PP71 CS. CSy

5.8.2 Response packet parameter section
A single byte is returned in the parameter section with a value of zero if
successful.

Example:

Response Packet:

02 00 01 F200 01 00 00 F6 00
Write successful.
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5.9 Command FF,.. (Enter Bootloader)

This command is used to transfer control to the Bootloader program.

5.9.1 Request packet parameter section
This command does not require any parameters.

Example:

Transfer control to the loader.

Request Packet:
02 00 01 FF 00 00 00 02 01

5.9.2 Response packet parameter section
A single byte is returned in the parameter section with a value of zero if
successful.

Example:

Response Packet:

02 00 01 FF 00 01 00 00 03 01
Transfer successful.
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6 Tagit™ Commands Destination 02y,

Tagit™ transponders are supported on the PPT8800 Triband RFID Reader
using a command destination byte value of 02ney.

The reader is expected to be familiar with the Tagit™ transponders, the
PPT8800 Triband RFID Reader packet structure and the PPT8800 Triband
RFID Reader error handling.

Full details of the Tagit™ transponder and the Tagit™ protocol are available
from Texas Instruments (TI).

To aid clarity the example packets in this document have the parameter
section greyed.

6.1 Option Byte Flags for Tagit™ Commands
The option byte contains two flags which are used by Tagit™ Commands.

Bit 0 is used as the address flag setting this bit tells the PPT8800 Triband
RFID Reader to use addressed mode when communicating with Tagit™
transponders. If this bit is set the first four bytes of the parameter section
contain the transponder address LSB first.

Bit 1 is used as the Info flag setting this bit tells the PPT8800 Triband RFID
Reader to get extra transponder information.

Bits 2 to 7 are reserved for future use and should be set to 0.

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

Info Address

0 0 0 0 0 0 Flag flag

PPT8800 Triband RFID Reader
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6.2 Tagit™ Errors
Errors generated by the transponder are reported using error code 01nex With
the specific transponder error code as the second parameter byte. Below is a
table of the available transponder error codes. The error codes applicable to
each command are listed with that command.

10nex | The specified block does not exist.

12hex | The specified block is already locked.
16hex | The specified block was not programmed.
18hex | The specified block was not locked.

Example error packet:

02 000201 FF 020001 10 17 01

The transponder error code 10ex has been generated.

The block specified in the request does not exist.
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6.3 Tagit™ commands
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Below is a list of all the available Tagit™ commands.
Command Description Applicable Option Byte flags
O01hex Get Block Address Flag
021ex Get Version Address Flag
031ex Put Block Address Flag
04,4 Put Block Lock Address Flag
05pex Lock Block Address Flag
0616 SID Info Flag
071ex Quiet Address Flag

PPT8800 Triband RFID Reader
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6.4 Command 01, (Get Block)

This command is used to get a block of data from a Tagit™ transponder.

6.4.1 Request packet parameter section

Address (0 or 4 bytes).

Block Number (1 Byte).

Example:
Request data from block 4
Request Packet:

If the address flag is set the first four bytes of the
parameter section contain the transponder address
LSB first

This is the number of the block you want to read.

of a transponder whose address is 01234567«

02 00 02 01 01 05 00 67 45 23 01 04 DF 00

6.4.2 Response packet parameter section

Block Number (1Byte).
Lock Status (1 Byte).

Data (x Bytes).

Example:

Response Packet:

This is the block number read from the
transponder.

The two least significant bits reflect the two lock
bits sent by the transponder.

The actual data read from the block LSB first. The
length of this data is dependent on the transponder

02 00 02 01 00 06 00 04 01 11 22 33 44 BA 00

Block: 04 1ex

Lock status: 01pex (user locked)
Data: 44332211 nex

6.4.3 Specific Error codes

10nex | Block not available
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6.5 Command 02, (Get Version)

This command is used to get information about the Tagit™ transponder.

6.5.1 Request packet parameter section

Address (0 or 4 bytes). If the address flag is set the first four bytes of the
parameter section contain the transponder address
LSB first

Example:

Request version information from Tagit™ transponder.
Request Packet:

02 00 02 02 00 00 00 06 00

6.5.2 Response packet parameter section
Transponder ID (4Byte). This is the transponder’s address LSB first.

Version number (2 Byte). This byte is the transponder’s version number LSB
first.

Manufacturer ID (1 Bytes). This byte indicates the manufacturer of the
transponder.

Number of Blocks (1 Byte) This gives the number of blocks in the
transponder.

Number of Bytes (1 Byte) This gives the number of bytes per block in the
transponder.

Example:
Response Packet:
020002020009 0010 3254 76 0500 0108 04 2D 01

Address: 76543210nex
Version: 0005pex
Manufacturer: 01 hex

Number of blocks: 08pex
Number of bytes:  04pex

6.5.3 Specific Error codes
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6.6 Command 03, (Put Block)

This command is used to write a block of data to a Tagit™ transponder.

6.6.1 Request packet parameter section
Address (0 or 4 bytes). If the address flag is set the first four bytes of the

parameter section contain the transponder address
LSB first

Block Number (1 Byte).  This is the number of the block you want to write.
Data (x Bytes). The data to write to the block LSB first. The length

of this data is dependent on the transponder

Example:
Write 01234567« to block 3 of a transponder non addressed

Request Packet:
02 00 02 03 00 05 00 03 67 45 23 01 DF 00

6.6.2 Response packet parameter section
There are no fields in the parameter section.

Example:

Response Packet:
02 00 02 03 00 00 00 07 00
Write successful.

6.6.3 Specific Error codes

10nex | The specified block does not exist.
12hex | The specified block is already locked.
16hex | The specified block was not programmed.
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6.7 Command 04, (Put Block Lock)

This command is used to write a block of data to a Tagit™ transponder and
then lock the block to prevent further writes.

6.7.1 Request packet parameter section
Address (0 or 4 bytes). If the address flag is set the first four bytes of the

parameter section contain the transponder address

LSB first

Block Number (1 Byte).  This is the number of the block you want to write
and lock.

Data (x Bytes). The data to write to the block LSB first. The length

of this data is dependent on the transponder

Example:

Write and lock 01234567« to block 3 of a transponder non addressed

Request Packet:
02 00 02 04 00 05 00 03 67 45 23 01 EO 00

6.7.2 Response packet parameter section
There are no fields in the parameter section.

Example:

Response Packet:
02 00 02 04 00 00 00 08 00
Write and lock successful.

6.7.3 Specific Error codes

10nex | The specified block does not exist.

12hex | The specified block is already locked.
16hex | The specified block was not programmed.
18hex | The specified block was not locked.
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6.8 Command 05« (Lock Block)

This command is used to lock a block of data in a Tagit™ transponder.

6.8.1 Request packet parameter section
Address (0 or 4 bytes). If the address flag is set the first four bytes of the

parameter section contain the transponder address
LSB first

Block Number (1 Byte).  This is the number of the block you want to lock.

Example:

Lock block 3 of a transponder non addressed

Request Packet:
02 00 02 0500 01 00 03 0D 00

6.8.2 Response packet parameter section
There are no fields in the parameter section.

Example:

Response Packet:
02 00 02 05 00 00 00 09 00
Lock successful.

6.8.3 Specific Error codes

10nex | The specified block does not exist.
12hex | The specified block is already locked.
18hex | The specified block was not locked.
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6.9 Command 06, (SID Poll)

This command is used to identify the transponders within range of the reader.
If the info flag is set the transponders will include their version information in
their response.

The transponders respond to the SID poll in one of 16 time slots. The slot they
use is dependent on their address and the mask value. Only transponders
whose addresses match the mask will respond. If more than one transponder
responds in a time slot then a collision is generated.

If a non-zero mask length is used then the mask bits are used to determine
which transponders respond. The mask is applied from least significant bit of
the UID up to the mask length. Only transponders with UIDs that match the
bits of the mask respond. The next four most significant bits above the mask
are used to determine which timeslot the transponder responds in.

For example, if the mask length is zero then all transponders whose 4 LSBits
are 0000y, will respond in the first time slot and transponders whose 4 LSBits
are 0001, will respond in the next.

If the mask length was 4 and the mask bits where 0000y, then the
transponders whose 8 LSBits are 00000000y, will respond in the first time slot
and transponders whose 8 LSBits are 00010000y, will respond in the next.

6.9.1 Request packet parameter section
Mask length (1 Byte). This is the number of bits in the following mask.

Mask Initial match conditions for the SID address
comparison by the transponder (LSB first). The
MSByte of the mask should be padded with zeros
if there are insufficient bits to fill the byte.

Example:
Perform an SID poll with a mask value of 0110y,

(only those transponders whose 4 LSBits of their address match 0110, will
respond to the SID poll)

Request Packet:
02 00 02 06 00 02 00 04 06 16 00

6.9.2 Response packet parameter section

The parameter section contains 16 sub-section, one for each time slot. Each
sub-section starts with a status byte that indicates the contents of the sub-
section. There are three possible values for the status byte:-

00rex The sub-section is empty because no transponder was detected.
O01hex The sub-section is empty because a collision was detected.
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02hex The sub-section contains transponder information. It the info flag is not
set then only the 4 byte transponder address is sent (LSB first). If the
info flag is set then the full 9 byte version response is sent (see 6.5.2).

Example:
Response Packet: (info flag not set)

02 00 02 06 00 14 00 00 00 02 26 32 54 76 00 00 01 00 00 00 00 00 00 00 00
00 00 43 01

Time Slot Response

0,1,3,4,6-15 No transponder detected

2 Transponder address 765432261 detected.
5 Collision detected

The next step in the SID process is to resolve the collisions. To achieve this in
the example above a mask of 01010110, would be used on the next SID
poll.

Example:
Request Packet:
02 00 02 06 00 02 00 08 56 6A 00

Response Packet:

02 00 02 06 00 18 00 00 00 02 56 32 54 76 02 56 33 54 76 00 00 00 00 00 00
00 00 00 00 00 00 CB 02

Time Slot Response

0,1, 4-15 No transponder detected

2 Transponder address 765432561 detected.
3 Transponder address 765433561 detected.

6.9.3 Specific Error codes
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6.10 Command 07, (Quiet)

This command is used to prevent a transponder from responding to SID polls.
The quiet command will work in both addressed and non addressed modes
but using it in non addressed mode will turn all transponders in the field off.

6.10.1 Request packet parameter section

Address (0 or 4 bytes). If the address flag is set the first four bytes of the
parameter section contain the transponder address
LSB first

Example:
Quiet the transponder whose address is 00C3213Epex

Request Packet:
02 00 02 07 00 04 00 3E 21 C3 00 31 01

6.10.2 Response packet parameter section
The transponder does not respond to this command so it is normal to get a
transponder not present error.

Example:

Response Packet:

02 00 02 07 FF 01 00 07 12 01
Transponder not present error

6.10.3 Specific Error codes
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7 TIRIS'™ Commands Destination 03

TIRIS™ transponders are supported on the PPT8800 Triband RFID Reader
using a command destination byte value of 03hex.

The reader is expected to be familiar with the TIRIS™ transponders.

Full details of the TIRIS™ transponder and the TIRIS™ protocol are available
from Texas Instruments (TI).

To aid clarity the example packets have the parameter section greyed.

7.1 Option Byte Flags for TIRIS™ commands
The option byte is not used with commands for the TIRIS™ transponders and
should be set to zero.

7.2 TIRIS™ Transponder Type Byte Values

Many of the TIRIS™ commands respond with a byte representing the
transponder type. The table below lists the possible values for this byte.

O0hex Read Only Transponder

O01hex Read/Write Transponder

02hex Multi-Page Transponder

031ex DST Transponder

04ex Selectable Addressable Multi-Page Transponder
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7.3 TIRIS™ Status byte and page values

Many of the TIRIS™ commands respond with a page number and status byte.
The table below lists the possible values for these bytes.

Page Status Description

1to 17 O0hex Read unlocked page

1to 17 01hex Programming done

1to 17 02hex Read locked page

1to 17 03hex Reserved
0 O0hex Read unlocked page, locking not correctly executed
0 01hex Programming done, but possibly not reliable
0 02hex Read locked page, but possibly not reliable
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7.4 TIRIS'™ commands

Below is a list of all the available TIRIS™ commands.

Command Description
01hex Charge Only Read
021ex Write 64bit Read/Write Transponder
031ex General Page Read
04,4 General Page Write
O5hex General Page Lock
06hex Selective Page Read
07 hex Selective Page Write '
08hex Selective Page Lock
09hex DST Read
0Anex DST Write
0Brex DST Challenge Response '

*1 Available in custom firmware only.
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7.5 Command 01, (Charge Only Read)
This command is used to perform a charge only read. Most TIRIS™
transponder types respond to the command.

7.5.1 Request packet parameter section
There are no fields in the parameter section.

Example:

Perform a charge only read.

Request Packet:
02 00 03 01 00 00 00 06 00

7.5.2 Response packet parameter section

The first byte of the response parameter section is the transponder type byte.
The rest of the response is transponder dependent. The table below shows
the different responses.

Transponder Type Response

Read Only Transponder | O0pex; 64 bit ID (LSB first)

Read/Write Transponder | 01hex; 64 bit read/write data (LSB first)

Multi-Page Transponder 02hex ; Page number byte ; Status byte ; 64 bit page 1 data (LSB first)

DST Transponder No response

SA Multi-Page Transponder | No response

Example:
Response Packet:
02000301000B00020102 112233445566 77 88 7A 02

Transponder Type: 02 hex (Multi-Page)
Page number: 01hex

Status: 02 hex (Locked Page)
Page 1 Data: 88776655443322111ex
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7.6 Command 02, (Write a Read/Write Transponder)

This command is used to write 64bits of data to the TIRIS™ Read/Write
transponder.

7.6.1 Request packet parameter section
Data (8 bytes). The data to be written to the transponder LSB first.

Example:

Write data FEDCBA98765432104ex to a TIRIS™ read/write transponder.
Request Packet:

020003020008 00 103254 76 98 BA DC FE 47 04

7.6.2 Response packet parameter section

Transponder Type (1 Byte). This byte indicates the transponder type.
For a successful write this should indicate a
read/write transponder (014ex).

Transponder Data (8 Bytes). This is the data read back from the
transponder after programming. This should
be verified to confirm correct programming.

Example:

Response Packet:

0200030200090001 103254 76 98 BA DC FE 49 04
Transponder Type: 014ex Read/Write
Data: 1032547698BADCFEHex

The data matches that sent so the programming was successful.
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7.7 Command 03, (General Page Read)

This command is used to read a page of data from a Multi-Page TIRIS™
transponder.

7.7.1 Request packet parameter section
Page Number (1 byte). The page number of the page to read.

Example:
Read page 4 of a TIRIS™ transponder.

Request Packet:
02 00 03 03 00 01 00 04 0D 00

7.7.2 Response packet parameter section

Transponder Type (1 Byte). This byte indicates the transponder type.
For a successful read this should indicate a
Multi-Page transponder (02pex).

Page Number (1 Byte). This should match the page number of the
request. If you request a higher page than is
available then the transponder will respond
with the highest page available.

Status byte (1 Byte). This byte indicates the status of the page.

Transponder Data (8 Bytes). This is the data read back from the
transponder’s page.

Example:
Response Packet:
02 00 03 03 00 OB 00 02 04 00 01 02 03 04 05 06 07 08 3D 00

Transponder Type: 02 hex (Multi-Page)
Page number: 04 hex

Status: 00 hex (Unlocked Page)
Page 4 Data: 0807060504030201 hex
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7.8 Command 04, (General Page Write)
This command is used to write data to a page of a Multi-Page TIRIS™
transponder.

7.8.1 Request packet parameter section

Page Number (1 byte). The page number of the page to write.

Page Data (8 Bytes). This is the data to write to the transponder’s
page.

Example:

Write page 6 of a TIRIS™ transponder with 77665544332211004gx.

Request Packet:
02000304 0009000600 112233445566 77 F4 01

7.8.2 Response packet parameter section

Transponder Type (1 Byte). This byte indicates the transponder type.
For a successful write this should indicate a
Multi-Page transponder (02pex).

Page Number (1 Byte). This should match the page number of the
request.
Status byte (1 Byte). This byte indicates the status of the page.

For successful programming this should be
01hex (Programming Done)

Transponder Data (8 Bytes). This is the data read back from the
transponder’s page after programming. This
should be verified to confirm correct
programming.

Example:
Response Packet:
02000304 000B0002060100112233445566 77 F9 01

Transponder Type: 02 hex (Multi-Page)

Page number: O6hex

Status: 01 hex (Programming Done)
Page 6 Data: 7766554433221100nex

The data matches that sent so the programming was successful.
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7.9 Command 05, (General Lock Page)
This command is used to lock a page of a Multi-Page TIRIS™ transponder.

7.9.1 Request packet parameter section
Page Number (1 byte). The page number of the page to lock.

Example:
Lock page 10 of a TIRIS™ transponder.

Request Packet:
02 00 03 0500 01 00 OA 1500

7.9.2 Response packet parameter section

Transponder Type (1 Byte). This byte indicates the transponder type.
For a successful lock this should indicate a
Multi-Page transponder (02pex).

Page Number (1 Byte). This should match the page number of the
request.
Status byte (1 Byte). This byte indicates the status of the page.

For successful locking this should be 02pex
(Read Locked Page).

Transponder Data (8 Bytes). This is the data read back from the
transponder’s page after locking.

Example:
Response Packet:
02000305000B00020A 020011223344 5566 77 FF 01

Transponder Type: 02 hex (Multi-Page)

Page number: OAnex

Status: 02 hex (Read Locked Page)
Page 10 Data: 7766554433221100nex

The data matches that sent so the programming was successful.

PPT8800 Triband RFID Reader
Page 38 of 69




PPT8800 Triband RFID Reader Programming Guide V1.2.doc ,@
CGY
TIONS UK LTD

8 1S015693 Commands Destination 04cx

ISO15693 transponders are supported on the PPT8800 Triband RFID Reader
using a command destination byte value of 04nex.

The reader is expected to be familiar with the 1ISO15693 transponders, the
PPT8800 Triband RFID Reader packet structure and the PPT8800 Triband
RFID Reader error handling. This document should be read in conjunction
with the current ISO/IEC15693 part 3 specification.

To aid clarity the example packets in this document have the parameter
section greyed.
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8.1 Option Byte Flags for ISO15693 Commands

The option byte contains eight flags which are used by ISO15693 Commands.

Bit 0 is used as the Option flag. Setting this bit controls how the transponder
responds to commands. The PPT8800 Triband RFID Reader is unable to
verify operations that write to the transponder if the option flag is clear. Writes
with the option flag clear will generate error code 094ex. It is then the
responsibility of the host to confirm the write operation with a suitable read
request.

Bit 1 is used as the transponder data rate flag. Setting this bit tells the
transponder to send its data using the fast data rate.

Bit 2 is used as the transponder modulation flag. Setting this bit tells the
transponder to send its data using one sub-carrier (AM).

Bit 3 is used as the PPT8800 Triband RFID Reader modulation flag. Setting
this bit tells the PPT8800 Triband RFID Reader to send its data using 100%
modulation.

Bit 4 is used as the PPT8800 Triband RFID Reader modulation encoding flag.
Setting this bit tells the PPT8800 Triband RFID Reader to send its data using
1 out of 256 encoding.

Bit 5 is used as the AFI flag. Setting this bit tells the PPT8800 Triband RFID
Reader to use AFlI mode when communicating with ISO15693 transponders. If
this bit is set the first byte of the parameter section contain the AFI value.

Bit 6 is used as the address flag. Setting this bit tells the PPT8800 Triband
RFID Reader to use addressed mode when communicating with 1ISO15693
transponders. If this bit is set the first eight bytes of the parameter section
contain the transponder address (UID) LSB first.

Bit 7 is used as the select flag. Setting this bit tells the PPT8800 Triband
RFID Reader to use select mode when communicating with 1ISO15693
transponders. If this bit is set only the transponder in the selected state will
respond.

CGY
TIONS UK LTD

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
Select | Address AFI 1:4/1:256 10% / 100% FM/ AM Slow / Fast | Option
Flag Flag Flag Modulation Modulation Modulation Data rate Flag

Note: Bits 6 and 7 are mutually exclusive; setting both these bits will generate
an error response.
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8.2

ISO 15693 Errors
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Errors generated by the transponder are reported using error code 01nex With
the specific transponder error code as the second parameter byte. Below is a
table of the available transponder error codes.

O1hex | The command is not supported.

02hex | The command is not recognised.

031ex | The command option is not supported.

OFhex | Unspecified error.

10nex | The specified block is not available.

11hex | The specified block is already locked.

12hex | The specified block is locked and cannot be changed.
13hex | The specified block was not successfully programmed.
141ex | The specified block was not successfully locked.

Example error packet:

02 00 04 20 FF 02 00 01 10 38 01

The transponder error code 10,ex has been generated.

The block specified in the request is not available.
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8.3 1SO15693 Commands

Below is a list of the available ISO15693 commands and applicable option byte flags.

Option Byte Flags
Command Description Command Value Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
Select Address AFI 1:4/1:256 10% /100% FM / AM Slow / Fast Option

Inventory 0x01 0 0 U U U U U 0
Stay Quiet 0x02 0 1 0 u u u u 0
Read Single Block 0x20 U U 0 U U U U U
Write Single Block 0x21 u u 0 u u u u uU*
Lock Block 0x22 u u 0 u u u u uU*
Read Multiple Blocks 0x23 u u 0 u u u u U
Write Multiple Blocks 0x24 u u 0 u u u u u*
Select 0x25 0 1 0 u u u u 0
Reset to Ready 0x26 U U 0 U U U U 0
Write AFI 0x27 u u 0 u u u u uU*
Lock AFI 0x28 u u 0 u u u u uU*
Write DSFID 0x29 u u 0 u u u u uU*
Lock DSFID 0x2A u u 0 u u u u uU*
Get System Information 0x2B U U 0 U U U U 0
Get Multiple Block Status 0x2C u u 0 u u u u 0

U = User selectable value

0 = The PPT8800 Triband RFID Reader will set this value to 0

1 =The PPT8800 Triband RFID Reader will set this value to 1

Bits 6 and 7 are mutually exclusive setting both of these bits will generate an error

* The PPT8800 Triband RFID Reader is unable to verify operations that write to the transponder if the option flag is clear. Writes
with the option flag clear will generate error code 094ex. It is then the responsibility of the host to confirm the write operation with a
suitable read request.
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8.4 Command 01, (Inventory Request)

This command is used to identify the transponders within range of the PPT8800
Triband RFID Reader.

The transponders respond to the Inventory request in one of 16 time slots. The slot
they use is dependent on their address (UID) and the mask value. Only transponders
whose UID match the mask will respond. If more than one transponder responds in a
time slot then a collision is generated.

If a non-zero mask length is used then the mask bits are used to determine which
transponders respond. The mask is applied from least significant bit of the UID up to
the mask length. Only transponders with UIDs that match the bits of the mask respond.
The next four most significant bits above the mask are used to determine which
timeslot the transponder responds in.

For example, if the mask length is zero then all transponders whose 4 LSBits are
0000gi, will respond in the first time slot and transponders whose 4 LSBits are 0001y,
will respond in the next.

If the mask length is 4 and the mask bits are 0000y, then the transponders whose 8
LSBits are 00000000y, will respond in the first time slot and transponders whose 8
LSBits are 00010000, will respond in the next.

For further details on the inventory sequence, the AFI and the DSFID please refer to
part 3 of the ISO15693 standard.

8.4.1 Request packet parameter section

AFI (1 Byte) If the AFI flag is set then this field contains the AFI value.
For transponders to respond their AFI value must match that
of the command.

Mask length (1 Byte). This is the number of bits in the following mask.

Mask Initial match conditions for the UID address comparison by
the transponder (LSB first). The MSByte of the mask should
be padded with zeros if there are insufficient bits to fill the
byte.

Example:

Perform an Inventory request without AFIl using a mask value of 0110y, using 100%
modulation with 1:4 encoding and Fast data rate using two sub-carriers (FM).

(only those transponders whose 4 LSBits of their UID match 0110, will respond to the
Inventory request)

Request Packet:
02 0004 01 0A 020004 06 1D 00

8.4.2 Response packet parameter section
The parameter section contains 16 sub-sections one for each time slot. Each sub-
section starts with a status byte that indicates the contents of the sub-section. There
are three possible values for the status byte:-
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O00rex The sub-section is empty because no transponder was detected.
O01hex The sub-section is empty because a collision was detected.

02hex The sub-section contains transponder information. The first byte is the DSFID
followed by the 8 byte transponder UID (LSB first).

Example:
Response Packet:

02 00 04 01 00 19 00 00 00 02 00 26 32 54 76 00 00 00 EO 00 00 01 00 00 00 00 00
00 00 00 00 00 25 02

Time Slot Response

0,1,3,4,6-15 No transponder detected

2 Transponder whose UID is E000000076543226n.x and whose
DSFID is OOpex,

5 Collision detected

The next step in the inventory process is to resolve the collisions. To achieve this in the
example above a mask of 01010110, would be used on the next inventory request.

Example:
Request Packet:
02 0004 01 0A 020008 56 71 00

Response Packet:

02 00 04 01 00 22 00 00 00 02 06 56 32 54 76 00 00 00 EO 02 03 56 33 54 76 00 00
00 EO 00 00 00 00 00 00 00 00 00 00 00 00 9B 04

Time Slot Response

0,1, 4-15 No transponder detected

2 Transponder whose UID is E000000076543256n.x and whose
DSFID is 06pex.

3 Transponder whose UID is E000000076543356n.x and whose

DSFID is 03pex.
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8.5 Command 02, (Stay Quiet)

This command is used to prevent a transponder from responding to the inventory
request.

The quiet command will only work in addressed modes.
8.5.1 Request packet parameter section

Address (8 bytes). The eight bytes of the parameter section contain the
transponder UID LSB first

Example:

Quiet the transponder whose address is E000000000C3213Enex using 10% modulation
with 1:256 encoding and slow data rate using one sub-carriers (AM)

Request Packet:
02 00 04 02 54 08 00 3E 21 C3 00 00 00 00 EO 66 02
Note:

It is also permissible to use an option byte value of 14 because the PPT8800 Triband
RFID Reader will ignore the address flag as addressed mode is compulsory.

8.5.2 Response packet parameter section
The transponder does not respond to this command so it is normal to get a transponder
not present error.

Example:

Response Packet:

02 00 04 02 FF 01 00 07 OF 01
Transponder not present error
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8.6 Command 20, (Read Single Block)

This command is used to read a block of data from the transponder. If the option flag is
clear then the transponder only sends block data. If the option flag is set the
transponder also includes the block security status.

8.6.1 Request packet parameter section
Address (0 or 8 bytes). If the address flag is set the first eight bytes of the
parameter section contain the transponder UID LSB first

Block Number (1 Byte).  This is the number of the block you want to read.

Example:

Request data from block 4 of a transponder whose address is E0O00000001234567 hex
and include the security status using 100% modulation with 1:4 encoding and Fast data
rate using two sub-carriers (FM).

Request Packet:
02 00 04 20 4B 09 00 67 45 23 01 00 00 00 EO 04 2E 02

8.6.2 Response packet parameter section
Security Status (0 or 1 Byte). If the option flag was set then the least significant bit
indicates the lock status of the block.

Data (x Bytes). The actual data read from the block LSB first. The
length of this data is dependent on the transponder
block size.

Example:

Response Packet:

02 00 04 20 00 0500 01 11 22 33 44 D6 00
Lock status: 01pex (locked)
Data: 44332211 nex
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8.7 Command 21, (Write Single Block)

This command is used to write a block of data to a transponder.

8.7.1 Request packet parameter section
Address (0 or 8 bytes). If the address flag is set the first eight bytes of the
parameter section contain the transponder UID LSB first

Block Number (1 Byte).  This is the number of the block you want to write.

Data (x Bytes). The data to write to the block LSB first. The length of this
data is dependent on the transponder

Example:

Write 01234567ex to block 3 of a transponder non-addressed using 100% modulation
with 1:4 encoding and fast data rate using two sub-carriers (FM).

Request Packet:
02 00 04 21 0B 05 00 03 67 45 23 01 OA 01

8.7.2 Response packet parameter section
There are no fields in the parameter section.

Example:

Response Packet:

02 00 04 21 00 00 00 27 00
Write successful.

The PPT8800 Triband RFID Reader will generate error code 094ex if the option flag is
clear. This does not mean the command failed just that it is not verified.

It is recommended that this command be used with the option flag set. If the
transponder you are using does not support this then perform a suitable read command
after the write to confirm the write operation.
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8.8 Command 22, (Lock Block)

This command is used to lock a block of data in a transponder.

8.8.1 Request packet parameter section
Address (0 or 8 bytes). If the address flag is set the first eight bytes of the
parameter section contain the transponder UID LSB first

Block Number (1 Byte).  This is the number of the block you want to lock.

Example:

Lock block 3 of a transponder non-addressed using 100% modulation with 1:4
encoding and fast data rate using two sub-carriers (FM).

Request Packet:
02 00 04 22 0B 01 00 03 37 00

8.8.2 Response packet parameter section
There are no fields in the parameter section.

Example:

Response Packet:

02 00 04 22 00 00 00 28 00
Lock successful.

The PPT8800 Triband RFID Reader will generate error code 094ex if the option flag is
clear. This does not mean the command failed, just that it is not verified.

It is recommended that this command be used with the option flag set. If the
transponder you are using does not support this then perform a suitable read command
after the write to confirm the write operation.
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8.9 Command 23« (Read Multi-Block)

This command is used to read several blocks of data from the transponder. If the
option flag is clear then the transponder only sends block data. If the option flag is set
the transponder also includes the block security status.

8.9.1 Request packet parameter section

Address (0 or 8 bytes). If the address flag is set the first eight bytes of the
parameter section contain the transponder UID LSB
first

First Block Number (1 Byte). This is the number of the first block you want to read.

Number of blocks -1(1 Byte). This is the number of blocks you want to read minus
1. (A value of 00yex Will read one block)

Example:

Request data from blocks 4, 5 and 6 of a transponder whose address is
E000000001234567hex and include the security status using 100% modulation with 1:4
encoding and Fast data rate using two sub-carriers (FM).

Request Packet:
02 00 04 23 4B 0A 0067 4523 01 00 00 00 EO 04 02 34 02
8.9.2 Response packet parameter section

Security Status (0 or 1 Byte). If the option flag was set then the least significant bit
indicates the lock status of the block.

Data (x Bytes). The actual data read from the block LSB first. The
length of this data is dependent on the transponder
block size.

The Security Status and the Data section are repeated for each block requested.
Example:
Response Packet:
02 00 04 23 00 OF 00 01 11 22 33 44 00 55 66 77 88 00 01 23 45 67 6D 03
Lock status: 01pex (locked) (Block 4)
Data: 44332211 nex

Lock status: 0Onex (unlocked) (Block 5)
Data: 88776655nex

Lock status: 0Onex (unlocked) (Block 6)
Data: 67452301 hex
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8.10 Command 24, (Write Multi-Block)

This command is used to write several blocks of data to a transponder.

8.10.1 Request packet parameter section

Address (0 or 8 bytes). If the address flag is set the first eight bytes of the
parameter section contain the transponder UID LSB
first.

First Block Number (1 Byte). This is the number of the block you want to write.

Number of blocks — 1 (1 Byte).  This is the number of blocks you want to write minus
one.

Data (x Bytes). The data to write to the blocks LSB first. The length

of this data is dependent on the transponder.

Example:

Write 0123456789ABCDEFex to blocks 3 and 4 of a transponder non addressed using
100% modulation with 1:4 encoding and Fast data rate using two sub-carriers (FM).

Request Packet:
02 00 04 24 0B OA 00 03 01 EF CD AB 89 67 45 23 01 03 04

8.10.2 Response packet parameter section
There are no fields in the parameter section.

Example:

Response Packet:

02 00 04 24 00 00 00 2A 00
Write successful.

The PPT8800 Triband RFID Reader will generate error code 094ex if the option flag is
clear. This does not mean the command failed just that it is not verified.

It is recommended that this command be used with the option flag set. If the
transponder you are using does not support this then perform a suitable read command
after the write to confirm the write operation.
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8.11 Command 25, (Select)

This command is used to put the addressed transponder into the select state so it can
be accessed using the select flag. Only one transponder can be in the select state
therefore if a selected transponder sees a select command that does not match with its
address then that transponder will return to the ready state.

The select command will only work in addressed modes.
8.11.1 Request packet parameter section

Address (8 bytes). The eight bytes of the parameter section contain the
transponder UID LSB first

Example:

Select the transponder whose address is EO000000000C3213Enex using 10%
modulation with 1:256 encoding and slow data rate using one sub-carrier (AM)

Request Packet:
02 00 04 25 54 08 00 3E 21 C3 00 00 00 00 EO 89 02

8.11.2 Response packet parameter section
There are no fields in the parameter section.

Example:

Response Packet:

02 00 04 25 00 00 00 2B 00
Select successful.
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8.12Command 26« (Reset to Ready)

This command is used to return transponders in the quiet or selected state back to the
ready state.

If the select flag is set then only the selected transponder is reset.
If the address flag is set then only the addressed transponder is reset.
If the neither the select or address flag is set then all quieted transponders are reset.

8.12.1 Request packet parameter section

Address (0 or 8 bytes). If the address flag is set the first eight bytes of the
parameter section contain the transponder UID LSB
first.

Example:

Reset to ready the selected transponder using 100% modulation with 1:4 encoding and
Fast data rate using two sub-carriers (FM).

Request Packet:
02 00 04 26 8A 00 00 B6 00

8.12.2 Response packet parameter section
There are no fields in the parameter section.

Example:

Response Packet:

02 00 04 26 00 00 00 2C 00
Select successful.
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8.13 Command 27, (Write AFI)

This command is used to write the AFI value to the transponder.

8.13.1 Request packet parameter section
Address (0 or 8 bytes). If the address flag is set the first eight bytes of the
parameter section contain the transponder UID LSB first

AFI Value (1 Byte). This is the value of the AFI you want to write.

Example:

Write 03ex to the AFI of a transponder non-addressed using 100% modulation with 1:4
encoding and fast data rate using two sub-carriers (FM).

Request Packet:
02 00 04 27 0B 01 00 03 3C 00

8.13.2 Response packet parameter section
There are no fields in the parameter section.

Example:

Response Packet:

02 00 04 27 00 00 00 2D 00
Write successful.

The PPT8800 Triband RFID Reader will generate error code 094ex if the option flag is
clear. This does not mean the command failed, just that it is not verified.

It is recommended that this command be used with the option flag set. If the
transponder you are using does not support this then perform a suitable read command
after the write to confirm the write operation.
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8.14 Command 28, (Lock AFI)

This command is used to lock the AFI value in the transponder. This operation cannot
be reversed, once locked the AFI value can never be changed.

8.14.1 Request packet parameter section
Address (0 or 8 bytes). If the address flag is set the first eight bytes of the
parameter section contain the transponder UID LSB first

Example:

Lock the AFI value of a transponder non-addressed using 100% modulation with 1:4
encoding and fast data rate using two sub-carriers (FM).

Request Packet:
02 00 04 28 0B 00 00 39 00

8.14.2 Response packet parameter section
There are no fields in the parameter section.

Example:

Response Packet:

02 00 04 28 00 00 00 2E 00
Lock successful.

The PPT8800 Triband RFID Reader will generate error code 094ex if the option flag is
clear. This does not mean the command failed, just that it is not verified.

It is recommended that this command be used with the option flag set. If the
transponder you are using does not support this then perform a suitable read command
after the write to confirm the write operation.
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8.15 Command 29y, (Write DSFID)

This command is used to write the DSFID value to the transponder.

8.15.1 Request packet parameter section
Address (0 or 8 bytes). If the address flag is set the first eight bytes of the
parameter section contain the transponder UID LSB first

DSFID Value (1 Byte). This is the value of the DSFID you want to write.

Example:

Write 03nex to the DSFID of a transponder non-addressed using 100% modulation with
1:4 encoding and fast data rate using two sub-carriers (FM).

Request Packet:
02 00 04 29 0B 01 00 03 3E 00

8.15.2 Response packet parameter section
There are no fields in the parameter section.

Example:

Response Packet:

02 00 04 29 00 00 00 2F 00
Write successful.

The PPT8800 Triband RFID Reader will generate error code 094ex if the option flag is
clear. This does not mean the command failed, just that it is not verified.

It is recommended that this command be used with the option flag set. If the
transponder you are using does not support this then perform a suitable read command
after the write to confirm the write operation.
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8.16 Command 2A,.« (Lock DSFID)

This command is used to lock the DSFID value in the transponder. This operation
cannot be reversed, once locked the DSFID value can never be changed.

8.16.1 Request packet parameter section
Address (0 or 8 bytes). If the address flag is set the first eight bytes of the
parameter section contain the transponder UID LSB first

Example:

Lock the DSFID value of a transponder non-addressed using 100% modulation with 1:4
encoding and fast data rate using two sub-carriers (FM).

Request Packet:
02 00 04 2A 0B 00 00 3B 00

8.16.2 Response packet parameter section
There are no fields in the parameter section.

Example:

Response Packet:

02 00 04 2A 00 00 00 30 00
Lock successful.

The PPT8800 Triband RFID Reader will generate error code 094ex if the option flag is
clear. This does not mean the command failed, just that it is not verified.

It is recommended that this command be used with the option flag set. If the
transponder you are using does not support this then perform a suitable read command
after the write to confirm the write operation.
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8.17 Command 2B (Get System Information)
This command is used to retrieve information about the transponder.

8.17.1 Request packet parameter section
Address (0 or 8 bytes). If the address flag is set the first eight bytes of the
parameter section contain the transponder UID LSB first

Example:

Get the system information from a transponder non-addressed using 100% modulation
with 1:4 encoding and fast data rate using two sub-carriers (FM).

Request Packet:
02 00 04 2B 0A 00 00 3B 00

8.17.2 Response packet parameter section

Info Flags (1 Bytes). This flags in this byte indicate which fields follow the UID.
Transponder UID (8 Byte) This is the transponder’s UID LSB first.
DSFID (0 or 1 Byte) If supported this byte is the transponder’'s DSFID.
AFI (0 or 1 Byte) If supported this byte is the transponder’s AFI.
Memory size (2 Bytes) If supported This indicates the memory size and structure of
the transponder LSB first.
IC reference (1 Byte) If supported this byte is the transponder’s IC reference.
Info Flag Details
Bit Flag Name Value Description
0 DSFID is not supported. DSFID field is not present.
0 DSFID
1 DSFID is supported. DSFID field is present.
1 AFI 0 AFl is not supported. AFI field is not present.
1 AFl is supported. AFI field is present.
0 Memory size is not supported. Memory size field is not present.
2 Memory Size
1 Memory size is supported. Memory size field is present.
0 IC reference is not supported. IC reference field is not present.
3 IC reference
1 IC reference is supported. IC reference field is present.
4 RFU 0
5 RFU 0
6 RFU 0
7 RFU 0
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Memory Size

The memory size field is 16 bits.

The 8 LSB’s represent the number of blocks minus one.

The next 5 bits represent the number of bytes per block minus one.
The 3 MSB’s are reserved for future use.

This allows for up to 256 blocks of data and up to 32 bytes per block.

Example:
Response Packet:
02 00 04 2B 00 OE 00 OF 10 32 54 76 00 00 00 EO 05 00 3F 03 04 85 02

Info flags OF hex All fields are present

UID: E000000076543210nex

DSFID: O5hex

AFI: 00hex

Memory Size: 033Fex 64 blocks 4 bytes per block

IC Reference: 04yex
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8.18 Command 2C,, (Get Multi-Block Security Status)

This command is used to retrieve the security status of several blocks.

8.18.1 Request packet parameter section

Address (0 or 8 bytes). If the address flag is set the first eight bytes of the
parameter section contain the transponder UID LSB
first

First Block Number (1 Byte). This is the number of the first block you want to know
the status of.

Number of blocks -1(1 Byte). This is the number of blocks you want to know the
status of minus 1. (A value of 00n Will read one
block)

Example:

Request the security status from blocks 4, 5 and 6 of a transponder whose address is
E000000001234567hex Using 100% modulation with 1:4 encoding and Fast data rate
using two sub-carriers (FM).

Request Packet:
02 00 04 2C 4B 0A 00 67 45 23 01 00 00 00 EO 04 02 3D 02

8.18.2 Response packet parameter section
Security Status (1 Byte). The least significant bit indicates the lock status of
the block.

The Security Status section is repeated for each block requested.

Example:

Response Packet:

02 00 04 2C 00 03 00 01 00 00 36 00
Lock status: 01pex (locked) (Block 4)
Lock status: 0Onex (unlocked) (Block 5)
Lock status: 0Onex (unlocked) (Block 6)
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9 Inside Technology PicoTag Commands Destination 05

Inside Technology PicoTag transponders are supported on the PPT8800 Triband RFID
Reader using a command destination byte value of 05yx.

The reader is expected to be familiar with Inside Technologies PicoTag transponders,
the PPT8800 Triband RFID Reader packet structure and the PPT8800 Triband RFID
Reader error handling. This document should be read in conjunction with the relevant
Inside Technology transponder data sheets.

To aid clarity the example packets in this document have the parameter section greyed.

Before you can read and write data to a PicoTag transponder the transponder must be
selected either using the Select (02hex) command if the serial number of the
transponder is known or by using the Anti-collision Select (01nex) command.

The Anti-collision Select (011ex) command will select one transponder from the field and
return its serial number. The selected transponder may now be read from using the
Read Block (04nex) command, written to using the Write Block (05hex) command or
halted using the Halt (03rex) command. Once a transponder is halted it will take no
further part in the anti-collision process. By repeating Anti-collision Select, Read, Write
and Halt commands all of the transponders in the field can be worked with.
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9.1 Inside Technologies PicoTag Option Byte Flags

The option byte is not used with Inside Technology Transponders. All bits should be
set to zero.

Bit7 | Bit6 | Bitb Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

0 0 0 0 0 0 0 0

9.2 Inside Technologies PicoTag Errors

No transponder specific errors are generated.

9.3 Inside Technologies PicoTag Commands

Below is a list of the available Inside Technologies PicoTag Commands.

Command Description Command Value
Anti-Collision Select 0x01
Select 0x02
Halt 0x03
Read Block 0x04
Write Block 0x05
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9.4 Command 01, (Anti-Collision Select)

This command is used to select one transponder from all the transponders within the
range of the PPT8800 Triband RFID Reader and return its serial number.

9.4.1 Request packet parameter section
There are no fields in the parameter section.

Example:

Perform an Anti-Collision Select request.

Request Packet:
02 00 0501 00 00 00 08 00

9.4.2 Response packet parameter section
Serial Number (8 Bytes). This is the serial number of the selected transponder.

Example:
Response Packet:

02 00 05 01 00 08 00 73 92 E4 00 00 00 CO 00 B9 02

The selected transponder’s serial number is 00C0000000E4927 3ex

PPT8800 Triband RFID Reader
Page 62 of 69




PPT8800 Triband RFID Reader Programming Guide V1.2.doc

9.5 Command 02, (Select)

This command is used to directly select a specific transponder using its serial number.

9.5.1 Request packet parameter section
Serial Number(8 bytes). The eight byte serial number of the transponder to be
selected.

Example:
Select the transponder whose serial number is 00C0000000C3213Eex.

Request Packet:
02 00 0502 00 08 00 3E 21 C3 00 00 00 CO 00 F3 01

9.5.2 Response packet parameter section
Serial Number (8 Bytes). This is the serial number of the selected transponder.

Example:
Response Packet:

02 00 05 02 00 08 00 3E 21 C3 00 00 00 CO 00 F3 01

The selected transponder’s serial number is 00C0000000E4927 3ex
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9.6 Command 03, (Halt)

This command is used to halt the selected transponder. The halted transponder will
remain halted until it is directly selected using the Select (02hex) command or it is
removed from the RF field.

9.6.1 Request packet parameter section
There are no fields in the parameter section.

Example:

Halt the currently selected transponder.
Request Packet:

02 00 05 03 00 00 00 OA 00

9.6.2 Response packet parameter section
There are no fields in the parameter section.

Example:

Response Packet:

02 00 05 03 00 00 00 OA 00

The transponder was successfully halted.
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9.7 Command 04, (Read Block)

This command is used to read a block of data from the selected transponder.

9.7.1 Request packet parameter section
Block Number (1 Byte).  This is the number of the block you want to read.

Example:

Read block 5 of the selected transponder.

Request Packet:
02000504 000100051100

9.7.2 Response packet parameter section
Block Data (8 Bytes). This is the data read from the requested block of the
selected transponder LSB first.

Example:
Response Packet:

02 00 0504 00 08 00 00 1122 33 44 5566 77 EF 01

Block data 7766554433221100nex
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9.8 Command 05, (Write Block)

This command is used to write a block of data to the selected transponder.
9.8.1 Request packet parameter section

Block Number (1 Byte).  This is the number of the block you want to write.
Data (8 Bytes) The data to write to the block LSB first.

Example:
Write 001122334455667 71ex to block 5 of the selected transponder.

Request Packet:
0200050500090005 77 66 5544 33 22 11 00 F6 01

9.8.2 Response packet parameter section

Block Data (8 Bytes). This is the data read back from the block after the
write has been completed on the selected
transponder LSB first. This should be checked to
ensure the write operation was successful.

Example:
Response Packet:

02 00 05050008 00 77 66 5544 3322 11 00 FO 01

Block data 001122334455667 7 hex
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10 EM Microelectronic Commands Destination 06y,cx

EM Microelectronic 125 kHz transponders are supported on the PPT8800 Triband
RFID Reader using a command destination byte value of 06nex.

The reader is expected to be familiar with EM Microelectronic 125 kHz transponders,
the PPT8800 Triband RFID Reader packet structure and the PPT8800 Triband RFID
Reader error handling. This document should be read in conjunction with relevant EM
Microelectronic 125 kHz transponder data sheets.

To aid clarity the example packets in this document have the parameter section greyed.
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10.1 EM Microelectronic transponder Option Byte Flags

The option byte is not used with EM Microelectronic 125 kHz transponders. All bits
should be set to zero.

Bit7 | Bit6 | Bitb Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

0 0 0 0 0 0 0 0

10.2EM Microelectronic transponder Errors

No transponder specific errors are generated.

10.3 EM Microelectronic transponder Commands
Below is a list of the available EM Microelectronic transponders Commands.

Command Description Command Value

Read EM4102 0x01
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10.4 Command 01, (Read EM4102)

This command is used to read the data from standard versions of EM4102
transponders. (Manchester encoding and f/64 data rate). The EM4102 is a 64bit read
only transponder. 24 of the bits are used as header and parity bits so only 40 contain
data.

10.4.1 Request packet parameter section
There are no fields in the parameter section.

Example:
Read an EM4102 transponder.

Request Packet:
02 00 06 01 00 00 00 09 00

10.4.2 Response packet parameter section
40 bit Data (5 Bytes). This is the data from the transponder LSB first.

Example:

Response Packet:

02 00 06 01 00 05 00 20 08 EC 9F 77 38 02
The transponder’s data is 779FEC0820ex
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